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Introduction 

The computer systems of the organisation are essential for its business. Each employee should see helping 

to safeguard these systems as a fundamental part of their job. This includes avoiding risks such as 

introducing unauthorised software, complying with copyright and data protection laws, and being careful 

to protect the security of sensitive information. 

This document outlines the procedures and employee responsibilities when accessing the Internet, sending 

and receiving emails and using the organisation’s computer systems.  The organisation views misuse of 

computers as serious misconduct which could, depending on the circumstances, result in dismissal.  Misuse 

amounting to criminal conduct will be reported to the relevant authorities.  The policy should be read in 

conjunction with GN34 Communication Policy, with particular regard to social media. 

Reference to ‘computers’ in this document includes desktop and laptop computers, tablets and telephones. 

General  

 Only software approved and licenced by the organisation, and approved data are allowed on the 

organisation’s computers.  

 Employees are only allowed access to those parts of the computer system which they need to carry out 

their normal duties.  

 Employees must comply with local procedures to ensure that software is virus-free.  

 Employees must adhere to the Information Sharing and Confidentiality (Data Protection) policy. 

 Employees must observe the Computer Misuse Act 1990, in connection with both the organisation and 

third parties.  

 Passwords must be used at all times and changed regularly; avoidance of obvious passwords is 

essential. Employees are responsible for the security of their own passwords and workstations.  

 Computer game playing is not permitted whilst in a work environment.  

 The downloading, transmission or storage (including streaming) of music or video for personal use is 

prohibited.  

 Use of any organisation systems including email and the internet to conduct private or freelance 

business for the purpose of commercial gain is not acceptable.  

Email Conduct 

 Email messages that are created, sent or received using the organisation’s equipment are the property 

of the organisation  

 Global e-mails should not be used for personal issues which are non-work related. 

 E-mail messages should be treated as permanent written records which may be read by other people 

and which could result in personal or organisation liability. 

 Employees should not:  

− Assume because an email has been sent that it has been read or acted upon.  

− Retrieve or read email messages that were not sent to them  

− Impersonate any other person when using email  

− Use email to send defamatory messages that criticise other individuals or organisations.  
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− Send or distribute e-mail messages which are abusive, defamatory, pornographic in nature or make 

any improper or discriminatory reference to a person.  

− Copy, download or forward to third parties, via e-mail, the work of other people protected under 

copyright, without their consent.  

− Create email congestion by sending trivial messages eg chain mail letters, humorous stories.  

 Incidental and occasional personal use of email is permitted. Such messages become the property of 

the organisation and are subject to the same conditions as organisation email messages.  

 it is the responsibility of the employee to inform the appropriate organisation official of any emails 

received (with file attachments) sent by an unknown and/or un-trusted source prior to opening the file 

attachment.  

 It is also the responsibility of the recipient to ensure email attachments seem reasonable before 

opening them.  

Data processing 

The General Data Protection Regulation sets down limits around how personal data can be processed.  Staff 

should ensure that any use of email to send out information to groups of recipients is compliant with this 

regulation.  In broad terms recipients need to have opted in to receive the specific type (topic) of message 

being sent. 

It should be clear when people sign up to receive news and updates from us how their data will be stored, 

to what use it will be put and what rights they have to be removed from future mailings.  

Internet Usage  

 The use of the Internet for personal matters is permitted if the use is incidental, occasional and outside 

working time. Inappropriate or excessive use of the internet for personal reasons may result in 

disciplinary action and/or removal of the facility.  

 Internet sites visited must not contain content that may be considered illegal, offensive or disruptive. 

Offensive content includes but is not limited to pornographic, obscene or harassing language or images, 

racial, ethnic, sexual or gender specific comments or images. 

 An employee must not distribute confidential, proprietary, and/or sensitive corporate information to 

external Internet sites or users without the appropriate authority.  

 The organisation retains the right to block access to any Internet site they deem may contain 

inappropriate material.  

Monitoring  

 The organisation recognises that employees have a legitimate expectation that they can keep their 

personal lives private and that they are also entitled to a degree of privacy in the work environment. 

However, the organisation reserves the right to monitor employee email or internet activity where it is 

necessary to prevent or detect;  

− Unauthorised use of the organisation’s computer systems  

− Criminal activity including but not limited to fraud, harassment and obscenity  

− Detrimental impact upon the efficient operation of organisation systems  
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− Breach of regulatory guidelines  

− Excessive personal use of the internet or email-system.  

− Breach of the organisation’s policies  

 The organisation has the ability and legal right to monitor e-mail usage and internet usage. By using e-

mail and internet the employee consents to any monitoring the organisation considers justified to 

achieve one of the above aims or to protect any other legitimate interest.  

 When the monitoring of personal e-mails is necessary monitoring will be confined to the message 

address or heading.  

 Covert monitoring will only be performed in exceptional circumstances and only when sanctioned by 

the Chief Executive.  

 If information gathered from monitoring may have an adverse impact on an employee, it will be 

presented to them and they will be allowed to make representations before any action is taken.  

 Information gathered through monitoring will only be used for the purpose for which the monitoring 

was carried out, unless the monitoring leads to the discovery of an activity that no employer could 

reasonably be expected to ignore.  

 All information gathered through monitoring will be held securely and kept for no longer than is 

necessary to achieve the aim for which it was collected. 

 The Data Protection Act 1998 allows employees to have access to information stored about them. You 

can ask for access to your own personal details held on computer or held manually. If you wish to see 

your records, you should give the Farm notice in writing and it may take up to 1 month to provide the 

information.  

Disclosure  

 All employees have a duty to report the following to their line manager:  

− suspect e-mails/e-mail attachments  

− obscene or illegal material found on a PC or sent via email  

− persistent use of the internet or email system for personal reasons  

− downloading of illegal/obscene/offensive material.  


